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Executive Summary

The security industry has governed users, devices, and access with increasing rigor for two
decades. One domain remains ungoverned: the trust relationships between assets inside the
network. This document argues that internal trust governance is the critical missing layer of
Zero Trust architecture — and that shifts in threat capability, accountability expectations, and
technical feasibility have made addressing it unavoidable.

1. The lllusion of Zero Trust

Over the past two decades, the security industry accomplished something remarkable. It rejected the
castle-and-moat model, dismantled implicit perimeter trust, and placed identity at the center of security
architecture. We hardened authentication, governed users and devices with discipline, and ensured that
access was continuously verified rather than assumed. Zero Trust secured access and made enterprises
materially safer.

But it left something unfinished.

Zero Trust solved north—south risk. It did not fully solve east-west risk. We secured users. We secured
endpoints. We secured the perimeter. Yet internal asset-to-asset communication remained largely assumed
rather than governed. Once traffic was permitted, behavior was implicitly acceptable unless it triggered an
alert. The perimeter was hardened, but internal trust remained ungoverned.

How We Got Here — And Why It Wasn't Solved

Castle-and-moat security worked when “inside” and “outside” were clearly defined. When the perimeter
dissolved, identity was the obvious control plane. Humans authenticate. Applications integrate with
directories. ldentity is declared, verified, and governed. IAM became indispensable because it could model
roles, enforce least privilege, and continuously validate access.

Assets are fundamentally different.

Assets were never designed to express identity. For decades, their “identity” was reduced to coordinates —
an IP address, a port, a VLAN. Security therefore evolved around enforcement rather than understanding.
Firewalls enforced rules. Segmentation carved zones. Detection tools flagged anomalies. All assumed

that someone already knew what should communicate with what. They enforced policy, but they did not
determine whether that policy reflected operational reality.

Modeling asset intent — understanding what a system exists to do, who it must talk to, and how it should
behave — required continuous behavioral insight at scale. That capability simply did not exist. East—-west
visibility was incomplete. Storage and compute were constrained. Machine learning was immature.
Environments were bespoke and rapidly changing. The industry optimized for what was feasible: detect
deviations, enforce static boundaries, and respond to incidents.
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Meanwhile, internal trust accumulated quietly. Each exception was reasonable. Each rule was justified.
Each connection made sense in isolation. Collectively, they formed a web of internal relationships that no
one fully understood or continuously validated.

It wasn’t negligence. It was normalization.

For a long time, that normalization was survivable. Until it wasn't.

2. The World Changed

The environment we defend today is fundamentally different from the one Zero Trust was designed for.

Artificial intelligence is reshaping the economics of attack. Reconnaissance that once took weeks now
takes hours. Exploits can be adapted in real time. Environments can be mapped continuously. Novelty
is becoming effectively infinite. Soon, every meaningful attack will resemble a zero day — not because
defenders are negligent, but because attackers can generate variation faster than controls can codify
precedent.

Modern attackers do not need to smash through hardened perimeters. They reuse existing permissions.
They traverse legitimate pathways. They blend into “approved” communication. They exploit the very trust
relationships that were never re-examined after being granted.

Attackers think in terms of pathways, not perimeters. Over-permissive trust becomes their infrastructure.

Detection systems baseline historical traffic. But if historical traffic already contains unnecessary or
excessive trust relationships, then “normal” becomes indistinguishable from exposure. The central question
therefore changes. It is no longer sufficient to ask whether traffic looks unusual. The more important
question is whether the communication should exist at alll.

The Pressure Is Now Institutional

Boards, insurers, and regulators are shifting their expectations accordingly. Breaches are quieter, dwell
times longer, and harm accumulates before visibility. In a world of persistent, low-noise compromise,
accountability depends on what we can reasonably understand about internal behavior — not just what we
could react to.

It is no longer sufficient to prove that controls exist. Organizations are now expected to demonstrate
continuous understanding of what is happening inside their own networks. The question is no longer
whether security tools are in place, but whether internal trust can be continuously explained and justified.

The unspoken anxiety of the modern CISO is not simply the possibility of breach — it is being asked, “What
did you know, and when did you know it?” Ignorance, once a defense, now looks like negligence.

Detection is not enough. Enforcement is not enough. Reporting is not enough. None of them alone provide
continuous proof that internal trust relationships are justified. That proof is now expected.
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3. The Missing Control Plane

Assets Now Require the Same Governance We Built for Users.

For three decades, enterprises have invested in Identity and Access Management because they recognized
that user trust must be defined, justified, and continuously validated. IAM works because identity is
declared, roles are defined, entitlements are provisioned with intent, and access is reviewed over time. No
enterprise would operate without it. The idea of unmanaged user access is unthinkable.

Assets receive no equivalent governance.

Yet assets now outnumber users, communicate autonomously at machine speed, and carry the majority
of operational risk across enterprise networks. They interact continuously, often invisibly, based on trust
relationships that were configured once and rarely re-evaluated.

This asymmetry is now the dominant structural weakness in enterprise security.

Internal systems now require that same discipline. Modern internal security must provide continuous
understanding of expected asset behavior, clear justification for trust relationships, detection of trust drift —
not just anomalies — and evidence that communication is necessary, appropriate, and constrained. Not as a
project. Not as a quarterly exercise. Continuously.

There has never been an IAM-equivalent governance layer for internal networks. No system has
continuously modeled asset intent. No system has continuously validated whether internal communication is
required for purpose. No system has treated asset-to-asset trust as a first-class control objective.

That absence was tolerable when environments were simpler and attacks were louder. It is untenable now.

4. ZTNX Closes the Gap

Zero Trust for the Inside.

Zero Trust established that no user should be implicitly trusted. ZTNX — Zero Trust for Internal Networks —
establishes that no internal communication should be implicitly trusted either. It is not a rejection of Zero
Trust; it is its logical completion.

The foundation of ZTNX is intent. Intent is the minimum set of communication paths and expected
behaviors required for an asset to fulfill its purpose. Governance means continuously asking whether each
communication aligns with that intent, whether each behavior aligns with purpose, and whether that intent
has changed. Trust is no longer a static configuration. It becomes a continuously evaluated condition.

This represents a shift from detection to determination. Detection asks whether traffic appears unusual.
Trust governance determines whether communication is necessary. Detection reacts to deviation.
Governance validates justification. When asset intent is modeled and continuously evaluated, over-
permissive trust becomes visible. Blast radius becomes measurable. Internal ambiguity becomes
explainable. Security transitions from observing the network to governing it.

Just as enterprises would not operate without IAM to define and validate user access, they will not operate

Enigma Networks / Internal Trust Governance: A Manifesto for the Future of Internal Network Security 4



without a governance layer that defines and validates asset trust. The capability to continuously govern

internal trust at scale now exists. Once understood, its absence will feel as unthinkable as operating without
IAM.

The Completion of Zero Trust

We dismantled the castle and moat. We hardened identity and governed access at the
boundary. But we never replaced the trust model inside the walls.

As Al accelerates attack capability and novelty becomes infinite, internal ambiguity becomes
liability. The absence of continuous internal trust governance is no longer a theoretical gap.
It is a structural exposure.

The perimeter is guarded. Identity is governed. Internal trust must be governed next.
|dentity sprawl created IAM. Trust sprawl demands ZTNX.

Zero Trust was the beginning. ZTNX is the completion.

Enigma Networks® is proud to lead the ZTNX
movement. To learn more or see the platform
INn action, visit or

request a demo today.
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