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Executive Summary

For decades, Operational Technology (OT) environments operated outside the spotlight
of enterprise cybersecurity. They were built for reliability, uptime, and safety — not digital
resilience. And because they appeared isolated and stable, organizations assumed they
were inherently safe.

They were not.

As modern connectivity expanded?, first slowly, then suddenly, OT systems became deeply
intertwined with IT networks, cloud services, analytics platforms, SaaS systems, vendor
access pathways, llol devices, and remote operations. Threat actors observed this shift long
before most enterprises did. Today, attackers often enter through IT and quietly pivot into OT,
where blind spots are extensive and defenses are limited.

The result is the makings of a perfect storm: a rapidly modernized operational environment
built on legacy assumptions, fragile architectures, and nearly invisible security blind

spots. What was once considered peripheral has become one of the most consequential
cybersecurity planes in the enterprise.

Recent research from 451 Research shows that nearly 40% of organizations believe their OT
posture is “well-managed and mature.” The evidence tells a different story...

This white paper exposes the structural vulnerabilities inside modern OT networks and
outlines how executive leaders can address these risks before attackers exploit them.

1. Why OT Security Is Fundamentally Different from IT Security

The divide between IT and OT security is not simply a matter of legacy systems or different tooling. The two
domains operate according to different physics, different priorities, and different organizational realities.
These structural differences are the root cause of the vulnerabilities inside modern OT environments.

In IT, confidentiality and data integrity are paramount. Systems can be patched, restarted, instrumented, or
updated frequently. OT is the opposite. These environments are designed to run continuously, sometimes for
decades, and interruptions can jeopardize safety, production output, regulatory compliance, or even human life.

Stopping a server for maintenance is routine. Stopping a filling line, turbine, MRI machine, or conveyor sys-
tem is not. This difference makes many common IT security practices — patching, scanning, agent deploy-
ment — either impractical or outright dangerous in OT.

1 Control systems have been connected in various forms for decades — through SCADA networks, vendor remote access, serial-to-IP bridges,
and proprietary fieldbus interfaces — but that connectivity was typically narrow, purpose-built, and locally constrained.
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OT Assets Are Fragile, Complex, and Built to Last Decades
IT refresh cycles are measured in years. OT refresh cycles are measured in decades.

Many OT devices run proprietary real-time operating systems, vendor-modified Windows builds, or firmware
never designed for modern threats. They often cannot run agents, do not support encryption, and depend
on tightly coupled timing. Even minor changes risk instability or downtime. This fragility is a major reason
attackers target OT systems — they are rarely patched and often impossible to harden.

OT Protocols Are Highly Specialized and Often Undocumented

While IT uses standard, well-understood protocols (HTTP, LDAP, DNS, TLS), OT networks rely on thousands
of proprietary or legacy protocols like Modbus, DNP3, BACnet, Profibus, and countless vendor-specific
variations.

Most security tools cannot interpret this traffic. Most organizations do not know what “normal” OT protocol
behavior looks like. This results in profound internal blind spots.

OT Environments Resist Change
In IT, change is expected and supported. In OT, change is avoided unless absolutely necessary.

This leads to:
» Long-lived misconfigurations?
» Stale segmentation diagrams
» Outdated firewall rules
» Accidental re-opening of old trust pathways
» Inconsistent security controls between sites

Attackers exploit these long-standing pathways because they rarely change.

OT Often Operates Outside the CISO’s Governance

The organizational gap is as important as the technical gap. OT environments often report into operations,
engineering, or facilities — not cybersecurity. Tooling, budgets, patch cadence, and monitoring practices are
distinct from the IT world.

This split governance means OT has historically existed as a blind spot in enterprise risk models, even as
connectivity made it more vulnerable.

2. The Boiling-Frog Moment: How OT Risk Crept Up Unnoticed

The core problem is not simply that OT environments are vulnerable. It's that organizational structures,
security strategies, and historical assumptions failed to adapt as OT transformed beneath them.

2 e.g. in firewalls, VLANS, routing rules, vendor pathways — not the PLC/HMI control logic, which would be operationally obvious if incorrect
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OT grew more connected each year — cloud integrations, lol expansions, vendor remote access, centralized
monitoring, analytics pipelines. None of these changes felt individually dramatic. But together, they quietly
dissolved the boundaries between IT and OT.

OT became modern.

OT became connected.

OT became dependent on digital systems.

Yet the governance model, tooling, and security mindset stayed behind.

This mismatch, between rapidly modernizing systems and slowly evolving security practices, is the essence
of the boiling-frog effect. Enterprises now find themselves with OT environments that look traditional but
behave like modern distributed networks, all while still lacking the internal controls IT teams take for granted.

3. Why OT Suddenly Became the Most Consequential Cybersecurity Plane

OT environments now underpin nearly every essential business and societal function. They control
manufacturing lines, drug production, assembly robots, imaging systems, HVAC and building controls, water
and wastewater treatment, power distribution, logistics automation, transportation systems, and

medical devices.

Attackers understand the value of OT better than most enterprises. Compromising OT provides
adversaries with:

= Direct control over physical processes

» Leverage for extortion, disruption, and economic coercion

» Pathways into corporate IT systems, including Active Directory and cloud assets
= Access to R&D, intellectual property, ERP systems, and other crown jewels

= Operational paralysis that forces organizations to pay or capitulate

While IT to OT compromise remains the most common pattern, the rise of AD-joined engineering
workstations, industrial PCs, historians, MES servers, and vendor remote-access platforms has made
QT to IT lateral movement increasingly realistic in converged organizations. In modern hybrid networks,
compromise is no longer one-directional.

The financial impact is severe and measurable. OT cybersecurity incidents cost an average of $2.8 million
per incident, driven largely by downtime and lost production — with unplanned downtime alone running as
high as $125,000 per hour.?

The business stakes exceed those of traditional IT breaches. OT compromises impact safety, continuity,
supply chain reliability, national infrastructure, and even human life.

OT is now, without exaggeration, one of the highest-consequence attack surfaces in the world.

3 CyberSecurity Magazine, Sept 2025
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4. The Hard Reality Inside Most OT Environments

Despite increased connectivity and rising threats, the foundations of OT security remain deeply
underdeveloped. The confidence organizations express in their OT maturity is rarely matched by the realities
on the ground.

Most organizations still cannot produce a complete asset inventory. The devices that matter most — PLCs,
embedded controllers, medical devices, sensors — cannot run agents and cannot be scanned. As a result,
these assets operate in near-total darkness.

Segmentation diagrams bear little resemblance to actual traffic patterns. VLANs provide organizational
structure but not security boundaries. Firewall rules governing IT/OT trust often include broad allowances
added during emergencies and never revisited.

Once an attacker gains a foothold, internal east—-west movement is almost entirely invisible. OT lacks
behavioral baselines, lateral movement detection, peer relationship mapping, and anomaly detection — all
foundational capabilities in modern IT security.

This combination of visibility gaps, fragile systems, and implicit trust relationships explains why dwell time in
OT environments is so high and why attacks that begin in IT so often escalate into OT.

The combination of high connectivity, low visibility, fragile controls, and limited governance is what makes OT
such a uniquely dangerous cyber battleground.

5. Compliance Has Caught Up and Expectations Have Changed

Regulators and insurers have begun to respond to this widening exposure. Frameworks such as NIST 800-
82, IEC 62443, NERC CIP, and the U.S. CIRCIA act are increasingly explicit that organizations
must maintain:

= Complete, accurate, continuously updated asset inventories

= Segmentation between operational and corporate systems

= Monitoring of internal traffic and lateral movement

» Detection of anomalous or unauthorized device behavior

» Evidence-based validation of network boundaries and controls

These expectations are not optional or advisory, they are fast becoming minimum operating standards.

Cyber insurers now require many of the same controls as conditions of underwriting.

The regulatory bar has been permanently raised. The governance gap that once allowed OT to operate with
minimal cybersecurity oversight is closing rapidly.

6. What CISOs Must Do in 2026

CISOs must now treat OT as inseparable from enterprise cybersecurity. As organizations finalize their
2026 security roadmaps and budgets, CISOs must now adopt a unified view of enterprise risk — one that
incorporates the cyber-physical world with the same rigor applied to corporate IT.
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To achieve this, CISOs must:

. Own OT security governance outright — the era of split responsibility is over.

. Establish full, passive OT asset visibility — without agents or scanning.

. Implement internal monitoring for lateral movement — the primary attacker technique.

. Baseline OT device behavior — deterministic devices enable high-precision anomaly detection.
. Redesign segmentation around real traffic patterns — not static diagrams.

. Continuously validate segmentation effectiveness — prevent drift and bypass.
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. Provide unified visibility for IT and OT teams — eliminate siloed risk.

This transition will not happen by accident. It requires intent, resources, and new capabllities.

7. How Enigma Al Defuses the OT Time Bomb

Enigma Al was designed specifically for this moment. Instead of relying on agents or intrusive scans, it uses
passive network metadata to reveal every device communicating on the OT network- including the legacy,
embedded, medical, and vendor-managed assets traditional tools cannot touch.

It maps internal communication paths in real time, exposing the lateral corridors attackers use and revealing
how operational systems actually interconnect with IT — often in ways leadership is unaware of. By learning
normal device behavior, it detects the subtle deviations that signal credential misuse, lateral movement,
protocol anomalies, and rogue devices.

Enigma Al also analyzes real traffic patterns to generate segmentation recommendations grounded in
operational reality rather than outdated diagrams. What once required months of manual analysis can
now be produced safely in days. And because the system monitors continuously, it can detect drift, policy
violations, and newly opened pathways before they become attack vectors.

Most importantly, Enigma Al gives IT and OT teams a shared visibility and risk platform — something
historically missing and urgently required.

8. Conclusion: Time to Act

OT environments were never truly secure, they were simply out of sight, out of mind, and out of reach.
The quiet, incremental changes of the past decade have created a new reality: OT is now one of the most
interconnected, most opaque, and most consequential cyber planes in the enterprise.

CISOs who take ownership of OT security now, who establish visibility, validate segmentation, monitor
internal movement, and unify IT/OT governance, will dramatically reduce operational and enterprise risk.
They will meet regulatory expectations, prevent catastrophic pivot attacks, and protect both the business
and the people it serves.

Enigma Networks / How OT Became the Most Consequential Cybersecurity Plane Practically Overnight 6



Enigma Networks® is proud to lead the ZTNX
movement. To learn more or see the platform
INn action, visit or

request a demo today.
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